Agenda Item No. 05

To: Joint Audit Committee

Date: 27 January 2021

By: Chief Internal Auditor

Title: Internal Audit Update Report 2020-21

Purpose of Report:

The purpose of this paper is to provide the Joint Audit Committee with an
overview of internal audit activity against assurance work completed in
accordance with the approved audit plan and to provide an overview of
the status of ‘live’ reports.

The Terms of Reference for the independent Joint Audit Committee of the
Surrey Police & Crime Commissioner & the Chief Constable require that
the adequacy and effectiveness of internal controls are being monitored
and that appropriate and timely action is being taken to address any areas
of weakness.

The report covers the audit work completed from April 2020 to date in
accordance with the internal audit strategy and plan for 2020-21.

Requirement of the JAC
Members of the Committee are asked to:
Consider and make recommendations as appropriate on the progress

of internal audit work for the 2020-21 internal audit plan and gain
assurance from Officers that key issues raised are being addressed.

Executive Summary

1. Introduction

1.1 Under the Accounts and Audit (England) Regulations 2015, the
Police and Crime Commissioner and Chief Constable are responsible
for establishing and maintaining appropriate risk management
processes, control systems, accounting records and governance
arrangements.

1.2 Internal audit plays a vital role in advising the Police and Crime
Commissioner and Chief Constable that these arrangements are in
place and operating effectively.



1.3 In accordance with the Public Sector Internal Audit Standards and
the Internal Audit Charter, the Chief Internal Auditor is required to
provide a written status report to the Joint Audit Committee,
summarising internal audit’s performance relative to the agreed
plan.

1.4 A summary of progress made for 2020-21 is attached at appendix
1. Key issues to highlight at this stage of the year are as follows:

e As previously reported in October 2020, SIAP staff continue to
work remotely, and although the impacts of the COVID-19
pandemic have led to a slow start to the 2020/21 plan delivery
due to the request to delay any work impacting on operational
staff, significant progress has been made during quarters 2 and
3. At the time of writing we have delivered 74% of the Surrey
plan and 59% of the joint plan with Sussex Police.

e All 2019/20 IT reviews have now been finalised. Monthly
meetings are taking place with the Head of Strategic Systems
(IT) to aid communication and timeliness of response to IT
reviews. There have, however, been some ongoing delays in
the 2020/21 IT Asset Management work.

e The 2020/21 plan continues to be reviewed to ensure it remains
appropriate and relevant in light of COVID-19. To date, no
significant variations to the plan are proposed as a result of
COVID-19, however, there have been changes to the timings of
some reviews as outlined in appendix 1.

e Resources were discussed at our Blue Light Partnership Board in
October 2020 where it was agreed that the focus for the
remainder of the year will be to ensure that we complete
sufficient assurance work to provide annual internal audit
opinions across the wider Partnership. This remains subject to
maintaining existing resource levels and the Force’s ongoing
ability to accommodate the reviews in view of the ongoing
challenges presented by COVID-19. At the time of writing, we
remain on track to provide an internal audit opinion, however
guidance has been issued by CIPFA in November 2020 should
limitations to scope arise over the remainder of the year.

Karen Shaw

Chief Internal Auditor

Deputy Head of Southern Internal Audit Partnership
Tel. 07784265138 or e-mail karen.shaw@hants.gov.uk

APPENDICES
Appendix 1 = Internal Audit progress report 2020/21.
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1. Purpose of report

Internal audit reviews culminate in an opinion on the assurance that can be placed on the effectiveness of the framework of risk management,
control and governance designed to support the achievement of management objectives of the service area under review.

CIPFA have recently released a paper which examined the case for standardising the terminology and definitions used in internal audit
engagements across the whole of the public sector and has subsequently recommended a standard set of opinions and supporting definitions for
internal audit service providers to use. To ensure we continue to conform to the best practice principles, we have adopted the standard
definitions for our 2020/21 work and moving forwards. The assurance opinions are categorised as follows:

Substantial A sound system of governance, risk management and control exists, with internal controls operating effectively and being
consistently applied to support the achievement of objectives in the area audited.

Reasonable  There is a generally sound system of governance, risk management and control in place. Some issues, non-compliance or
scope for improvement were identified which may put at risk the achievement of objectives in the area audited.

Limited Significant gaps, weaknesses or non-compliance were identified. Improvement is required to the system of governance, risk
management and control to effectively manage risks to the achievement of objectives in the area audited.

No Immediate action is required to address fundamental gaps, weaknesses or non-compliance identified. The system of
governance, risk management and control is inadequate to effectively manage risks to the achievement of objectives in the
area audited.

* Some reports listed within this progress report (pre 2020/21 audit plan) refer to categorisations used by SIAP prior to adoption of the CIPFA standard
definitions, reference is provided at Annex 1 on page 11.
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2. Performance dashboard

3% Stakeholder Satisfaction Survey Results

Complete

% of revised

100%

98%

96%

94%

plan
delivered to
92%
draft report °
48% 9% 90%
Work in Yet to
Progress Commence 88%

86%

Target

Actual

Days Delivered

Surrey 2020/21 plan Joint Sussex and Surrey
2020/21 plan
Original Plan Days 130 292
Revised Plan Days 130 257
Days delivered 96 153
Percentage of revised 74% 59%
plan delivered
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Compliance with Public Sector Internal Audit Standards

An External Quality Assessment of the Southern Internal Audit Partnership was undertaken by the Institute of Internal Auditors (IIA) in
September 2020. The report concluded:

‘The mandatory elements of the IPPF include the Definition of Internal Auditing, Code of Ethics, Core Principles and International Standards.
There are 64 fundamental principles to achieve with 118 points of recommended practice. We assess against the principles.

It is our view that the Southern Internal Audit Partnership conforms to all 64 of these principles.

We have also reviewed SIAP conformance with the Public Sector Internal Audit Standards (PSIAS) and Local Government Application Note
(LGAN).

We are pleased to report that SIAP conform with all relevant, associated elements.’
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3. Analysis of ‘Live’ audit reviews

Project and Programme management 11.09.19 CD&IO Adequate 3 0 0 )
(non IT)
Benefits Realisation from Investment 10.01.20 CFO OPCC Adequate 4 0 0 1
& EDCFS
. . No evidence of
Proac:cklve fraud review — Procurement 16.01.20 CFO OPCC fraudulent 3 0 0 3
Cards & EDCFS L
activity found
CFO OPCC I
Data Centre 06.05.20 & EDCES Limited 8 0 0 6
IT Capacity and Performance 21.05.20 Clo Limited 7 0 1 4 -.
Management
IT Data Storage and Back Up 21.05.20 clo Limited 11 0 0 7 2 8
CFO OPCC
. N
Main Accounting 22.05.20 & EDCES Adequate 6 0 0 6
IT Resource Management 23.06.20 Clo Limited 16 --
IT Follow Up 07.07.20 clo N/A 8 1 BN
CFO OPCC
Force Strategic Financial Planning 08.07.20 & EDCES Adequate 3 0 0 3
. - . CFO & .
Pensions Administration 08.09.20 Limited 17 0 0 15
EDCFS
. . CFO & .
Commercial Unit 08.09.20 EDCES Limited 14 0 0 1 -.
Cyber Security 07.10.20 clo L'm'te:t/e Adequ 5 0 5 0
IT Application Management* 20.10.20 Clo Limited 3 0 0 3
. CFO OPCC
Joint Procurement 13.11.20 & EDCES Reasonable 6 0 1 5
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Imprest

Recruitment*

Governance of Collaborative
Arrangements

Estates Management

IT Business Continuity and Disaster
Recovery Planning

Total

* Denotes audits where all actions have been completed since the last progress report

16.11.20

1.12.20

1.12.20

07.01.20

11.01.21

CFO OPCC
& EDCFS
CFO OPCC
& EDCFS
CFO OPCC
& EDCFS
CFO OPCC
& EDCFS
Clo

Substantial

Reasonable

Substantial

Limited

Limited

10

10

20 1s 2SN

More detailed information regarding overdue management actions is contained in the management report from the Executive Director Finance and

Commercial Services.

Audit Sponsor (Director)

Chief Finance Officer, Surrey OPCC CFO
Executive Director for Commercial & Financial

) EDCFS
Services
Chief Information Officer CIiO
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4. Rolling Work Programme

2019-20 Joint Plan
CFO OPCC
. . / / / . .
Commercial Unit & EDCES 08.07.20 08.09.20 Limited
Cyber Security
(also includes planned reviews of CFO OPCC o
v v v
security controls and network security & EDCFS 18.09.20 07.10.20 - Limited/Adequate
and access)
CFO OPCC
— v v v I
Application Management & EDCES 13.08.20 20.10.20 Limited
IT Business Continuity/Disaster CFO OPCC -
v v v J11.2 11.01.21 L
Recovery Planning & EDCFS 06 0 0 imited
2020-21
Surrey Plan
. CFO OPCC Moved to Q4. Scoping
JAC Contingency & EDCFS 13.01.21
Data Protection OPCC CFO v v v 23.07.20 07.08.20 Reasonable
Independent Custody Visitors CFO v v v 01.07.20 03.07.20 Substantial
. CFO OPCC
Risk Management & EDCES
CFO OPCC Draft final issued
_acti — v v v
Pro-active Fraud — procurement card & EDCES 11.12.20 11.01.21
CFO OPCC
v v v imi
Estates Management & EDCES 21.10.20 07.01.20 Limited
. CFO OPCC
Estates Strategy and Disposals & EDCES Moved to Q4
Surrey Police Shared Audit Plan 2020-
21
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. . CFO OPCC Moved forward to Q3
v v v
Main Accounting System & EDCES from Q4
CFO OPCC
v v v i
Imprest Accounts & EDCES 06.11.20 16.11.20 Substantial
CFO OPCC
i v v
Accounts Receivable & EDCES Q4
CFO OPCC Moved forward to Q3
v v v
Accounts Payable & EDCES from Q4
CFO OPCC
i v v
Pensions & EDCFS Q4
CFO OPCC
v v
Payroll & EDCES Q4
CFO OPCC
i v v v
Recruitment & EDCES 22.10.20 01.12.20 Reasonable
CFO OPCC Draft final issued
i inui v v v
Business Continuity & EDCES 22.12.20 07.01.20
CFO OPCC
i v v v
Joint Procurement & EDCES 29.09.20 13.11.20 Reasonable
Governance of Collaborative CFO OPCC
v v v i
Arrangements & EDCES 25.11.20 01.12.20 Substantial
Assurance Maobin CFO OPCC Advice work as
pping & EDCFS needed
Information Governance/GDPR CFO OPCC v v 28.10.20 Reissued 9.12.20
& EDCFS
Monitoring, Assurance and Compliance Clo
Q4
(IT)
Clo Q2 - Delays in
receiving information
IT Asset Management v v v required to finish the
fieldwork but it is now
complete.
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Security Controls Clo

Q3 - was planned for
Q2 but delayed due to
need to review third
party assurance in this
area to determine
scope

Data Classification/Data Governance Cio

v v Q3

Systems Lifecycle Support and Planning Clo

Q2 — was planned for
v v v Q3 but brought
forward

Follow up of 2019/20 IT reviews Clo

v v v Q3/4

The following variations have been made to the 2020/21 internal audit plan since it was presented to the Joint Audit Committee in July 2020.

Project Management Practices, Reviews and
Project Controls

Removed from plan as follow up work was effectively carried out as part of the 2019/20 resource
management’ review. Time will be used for increased IT follow up activity

Firearms Licencing

Moved into the 2020/21 plan due to a new system being implemented.

ERP Pre go-live review of control maps

Varied out of the plan due to delays in the programme.

ERP Transition Readiness

Varied out of the plan due to delays in the programme.

Business Continuity

Originally a Sussex only review, this has been moved into the shared plan as activity is jointly managed.

10



Internal Audit Progress Report —January 2021

Annex 1 - Assurance opinions and definitions used by SIAP prior to adoption of the CIPFA standard definitions

Substantial

Adequate

Limited

No

A sound framework of internal control is in place and operating effectively. No risks to the achievement of system objectives have been
identified

Basically a sound framework of internal control with opportunities to improve controls and / or compliance with the control framework.
No significant risks to the achievement of system objectives have been identified

Significant weakness identified in the framework of internal control and / or compliance with the control framework which could place
the achievement of system objectives at risk

Fundamental weaknesses identified in the framework of internal control or the framework is ineffective or absent with significant risk
to the achievement of system objectives.

11



	05 Surrey JAC progress report cover sheet Jan 21 - FINAL
	05a_Surrey Police - Internal Audit Progress Report (January 2021) - FINAL

